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O¢pa: Ewgnyntikd ‘Evvpago MoMiTikig yia T Snpioupyia @optwv Aueone

AvTanokpiong yia nepiaratika/oupBavra nou oxeTifovral pe ThV Ac@aieia
AikTdwv xai NMAnpogopiwv (CSIRT) ornv Kinpo

Me Baon To nAGicIo NOAMKAG GXETIKA PE TNV AdpdAeia AkTUwyY Kar MTANPOMOPIOY TO onoio
gykpibnke and To Ynoupyeio Zuykowwviwv kal ‘Epywv oTic 5/10/2006 To FTEPHET npoxwpnoe
HE OUYKEKPIPEVEG OPATEIG Yia TRV NpowBnan Twv BEPGTWY aCMBAEIAC SIKTOWY Kai
niAnpogopiawv ornv Kinpo.

Mia Bagikiy SpaoTnpoTnTa Tou Mpageiou eni Tou Beparog eival n eroipacia oxediov nOAITIKAC
yia T idpuon popéwv CSIRTs arnv Kunpiakr Anpokpatia. Kardmiv eVIOARC Tou Ynoupyol
ZUYKOIVWVIOV kal Epywv ETOILAGTNKE TO E16NYNTIKG £yypago NOMTIKAC NOU ENIGUVANTETA!
oo Mapaprnua 1. MNa Ty €Toiacia Tou £yypagou nponyRBRKav SIAROUAEUGEIC pe Tic duo
UNNPECIEG TIG onoieg To MEPHET eionyeitar dnwg avaAaouv To GUyKEKPILEVO pORo, dnhadn To
Tunpa Ynnpeotov NAnpogopiknc (TYN) Tou Yroupyeiou Oikovourkwv kat To Kunpiaxko
EpeuvnTiko ka1 Akadnuaikd Aiktuo (KEAA), Me Tic SUo unnpediec éxouv GUEKPWVNBEI oI
BACIKEG QPXEG AEITOUPYIAG TWV CUYKEKPILEVIWY (POPEWY ONWEC KATAYPAPOVTAl OTO OXETIKO
EYYPAYPO.

Ma Thv opigTikonoinan Tou oxedioy noAmikAg To FEPHET eiye SiaBoulelioeic pe OAMAOUC POpEIG
aTRV OY0pa Kal CUVEPYAoTNKe e Tov Eupwnaikd Opyaviopo yia Tav Agpahkeia AikTUwv kal
MAnpogopiwv (ENISA) anod Tov onoio {jtnae nionun yvwpodoTnon n onoia niguvanTeTar
oTo Tapaptnua 2. H noAmikr Ty onoia npoTeiver To TEPHET BaaiCeTar omig kaTeuBuvTipec!
ypappég nou éxer dnuocielosl o ENISA. Stav yponTn aSloAdynan Tou o opyaviguog ENISA
€xer TonoBeTnfei BETIKG OF O¥éon pe TO oxedagpod nou srgnyeitar to FEPHET kal EVIOYUEI TIC,
NPOTAcEIC Tou Mpageiou. To MEPHET ¢ exel eEaapahicel eniong Tn Bondeia Tou ENISA o oxéan
HE TV UAONOINGN TOU NPOTEIVOHEVOU OxedIaooU Kuping oe Béparta HETQPOPAG
TEXVOYVWLTIac,

H idpuan Twv gopéwv CSIRT oTnv Konpo, n enoia givar pia anod Ta TeAeuTtdio KpATn YEAN nou
Oev £xel VIOOETNOE TO BECPO GE £OVIKO eninedo, KpiveTai IdWaiTepa ONHAVTIKT YIQ TRV
npowinan Twv BepaTwy acpaheiag duTlwv kar NANPOPOPIIV aTr} Xwpa Rag 0AAG kai yia v
IGOTIUN GUUMETOXN TNE Kunpou oTa apuddia upwnaika Opyava. H Eupwnaikn Enitponn ara

"'Eyypago ENISA “A step-by-step approach on how to setup a CSIRT”

J




nigigia Twv dpacTnpiotnTwy Tou Opyaviouou ENISA aAAG Kal TOU EUPUTEPOU NOAITIKOU
oXedaopoU yia TV aoPaiea dikTiwy Kal nAnpapopiav (NIS) ge eninedo Eupwnaikng
Evwong npowdei Tnv idpuon popéwv CSIRT oe 0Aa Ta kpaTn PEAN Pe Eppaan oTnv Kahuyn
Tou KUBEPVATIKOU ToPEQ. ZTa Nhaiota Tou ev Adyw nohmikol axedlacuol n Eupwnaikn
Enrrponi oxedialer and to 2010 T Siopyavwaorn Naveupwnaikwy ackNGEWY Moy evTagoovTat
oTIG 3pACTNPIOTATES YIG TNV NPOCTATIA TWV KPIGIHWY UNoJopWV MANPOPOPIGY 6Ta KPATH
pehn. O gopeic CSIRT o€ 0Aa Ta KpATn LEAN AVAUEVETAI va SIaBPauaTioouy OnuavTiko poAo
OTIC OUYKEKPIUEVEC DPAaTNPIOTNTEC,

H idpuon Twv popewv CSIRTS, npolinoBeTe: TNV KATAMNAN GTEAEXWON Kai TNV EYKATAGTAGN
unodopng. To oxeTikd kdaTog 8a KGAUNTETAI anod Tov Npolnoioyioud Tou TYN kai Tou KEAA
QVTIOTOIXA, ONOTE Kai NPENE VO YiVOUV OXETIKEG NPOVOIEG OTO NPOLNOAYIOUO TOUC,

MNapakaiw dNwG o1 anopATEIC ENi TOU NPOTEIVOPEVOU nAQIGiou NOAITIKNG NPOXWPARGOLY TO
GUVTOHOTEPO BuvaTd WoTe To MEPHET va npoxwprRoel aueswe te TIC YNNpesiee nou
NPOTEIVOVTAI VO avaAGBOUY TIC OXETIKEG OPLOBIGTATEC, OTn (GACT; BAONOINGAC,

EipaoTe oTn didBeon gag yia onoicadANOTE NEpaITéPw NARPOPOPIES N BIEukpIvioec,

Me ekTipnon

DGTNG AyaoTaon

Bon0d¢, EniTponog Pubpioewg

HAgkTpovikov Enikovwviov kal Taxudpopgiov



Napaprnua 1

Eionynmixo ‘Eyypago MoAITikig yia Tn 3npioupyia gpopéa CSIRT otnv Kinpo

1. Ewsaywyn

To napov ionynTKe EYypago ETOINOOTNKE PETA and TV eiMnuévr andpacn Tou afIdTIHoU K, Ynoupyou
JuykoIvwviov Kal 'Epywv e Tnv onoia £dwaoe evTohn otov Enitpono yia Tnv avanTugn nAaigiou noATIKA¢
OXETIKG e TNV AcpdAeia AikTUwv kal TIANPOQOpIRY KAl TNV £YKPION TOU yevIKOTEPOU NAQIGIOU nOAMIKIG
onw¢ auTo kaTaTEbnke ano To MFEPHET oTov Ynoupyo Zuykoivavitv Kai ‘Epywv Tnv 22a AuyoloTou 2006
Kal £ykpiBnke Tnv 5" OkTwppiou 2006.

To FEPHET &xer Tnv euBuvn yia Tnv dnpioupyia KQI TOV CUVTOVIONG TWV EVEPYEIGY APHOBIWY @opénv yia
Tov KaTapTIopd popéa/popEwv CSIRT oTny Kunpo.

To napov &yypa@o NOAMIKAG €0TIAZETAI OTIC EVEPYEIEG MOU ANAITOUVTAl  yIO TOV KABOPIOPO TETOIOU
popéa, Tov poho nou 8a diadpapatilel oTo gupdTEPo Epyo TNG AopdAeiag AKTUWY KAl MANPoQOpIDY
KaBmg ka1 TIG EUBUVES, BaoIKEG AEITOUPYEIEG KOl PNYXaVIOUOUE EVIjUEPWONG ToV «MEAATOV/XPNOTHVS TOU
QopEa autol npoc To alvoro Tuv Kunpiwv MoAray,

2. Nopikn Baon

To TEPHET eival To katd vopo unebBuvo Tpo@eio d0ov dpopd Tov ouvToviopd Twv Bepdrwv TN
aoQGAEING BIKTUWY NAEKTPOVIKGNV EMIKONVWVIGY Kal MANpo@opicw OTNv  enikpdTeia TG KunpiakAg
Anpokpariac, H ayeTikn appodidtnTa nnyade and o Nopo 112(1)/2004 (apdpa 2(2XD&(), 2(3), 18(3)(oT)
19(1), 37(5), 39(2)(107m), 42(7), 55(2)(B), 80(a), 97, 98), ka1 Tnv appodidrrTa Tou MEPHET va eknpoownsi
v Kinpo oto Awiknmikd SupBoiAio Tou ENISA! kai va evepyei g KEVTPIKOS CUVBEOHOC ENIKOIVEIVIAc Kal
ouvToviopod oty Kinpo pe v unnpecia. 2Ta nAcioia Twv appodIoTATV TOU QUTGV CuvTovilel TNV
auQIdpopn EVNUEPWON TWV KUNPIAKGY GPYMY, TWV EVDIOPEPOPEVLY PHEPAV KAl TWV KATAVAAWTOV EVTOC
™G Kunpiakriq Anpokpatiag, ge Ti¢ apuodieg unnpesies ™S Evpwnaikic Evwong yia Bduata kar
BpaoTNPIGTNTEG 1OV AEOPOUY TNV ACPAAEIQ SIKTOWY KaI NANPOPOPIGV.

3. Opiopoi

Computer Security Incident Response Team-CSIRT: onuaiver «OpaG3a Apeonc AvTandkpiong yia
MepioTaTikd/oupBavTa nou oYeTIfovTal PE TV ACQAAEID AKTUwY Kai MARPOPOPIGV KA1 GROTEAETaI and
pia opdda eildikay, eni Twv BEPATOV aOPAAEIac NANPOPOPIGY Nou SIaKIVOUVTAl o€ BikTua NAEKT POVIKMV
EMKOIVWVIOY, TWV ONOIWV 1 €PYAsia ENIKEVTPHVETAI 0TIV QvTANOKPION NPOG TOug «NEAATE/XPROTECH
TOUG OXETIKG pe BEpaTa aoEAAEIRg NANPOQOPIGYV,

CSIRT:  Computer Security Incident Response Team e&ival TO GUVRBEC MASOV GKPAOVUHO NOU
XPNOILONCIEITOI YIa QuTod Tou TOMOU Toug Qopeic/ompara oTnv Eupdnn evidr To akpuwvupo CERT
XPNOIHOnoEiTal EUPEWS TV ApEPIKT.

T European Network and Information Security Agency



4. TuUnoi CSIRT/PoAoi CSIRT:

O Tonog/xatnyopia CSIRT eival Opeca ouvBedepévog Pe TOUC NEAITEG/XPNOTEC Toug onoioug Ba xAnBei
va eEUNMPETTEL.

O avaykeg Tou «nehatohoyiou» Tou CSIRT Ba kaBopioouv Tov TUMO KAl OF TEAKY QAvOAUCT TIC
guBlvee/Aermoupyia Tou CSIRT,

Q¢ ek Twv mo ndvw 1o CSIRTS diakpivovrar ot kaTNYOpiEC WG akoAoUBmC:

5.

Akadnpaikd CSIRT

Epnopiko CSIRT

KupepvnTiko CSIRT

Ecwtepiko CSIRT yia cTaipeieq pe AEIToupyikG diaxopioud
>TpamnwTikng Eublivng CSIRT

EBvikd CSIRT

CSIRT KaTtaokeuaotomv YAiopikoU 1§ Acyiopikod

Katnyopieg Ynnpeoiwv nou pnopei va npoo@épe éva CSIRT

O1 unnpeoie¢ nou pnopolv va npoogepboly and éva Qopéa CSIRT Xwpi{ovral Oe TECOEPEIG PEYAAEC
KaTNyopieg 01 onoieg katd Bdon kadopilouv To péyedog kal TNV nANpATHTA GE UNNPETieg evog CSIRT:

*

Ynnpeoieg  Anokatdotacng META  and  KATAOTPOQIKG  NEPIOTATIKG/oUpBAVTG  an@Agiac
NANPOPOPILY,

Ynnpeoieg MNpdAnync KaTtaoTpoPikay evOEXOHEVWY,
Ynnpeoieg AvaAvong/Forensics peTd and KataoTpopika nepIoTaTika

Ynnpeoieg Alaxeipiong NoidTnTag Acpaheiag NANpo@opidv.

O1 mio ndve unnpeoieg und-karnyopionoiolvTal aTa akdAouba:

;:nqso*isq ANoKaTaoTACHG HETA and KATAOTPOPIKA NEPICTATIKG /evieXopeva- Reactive
rvices

Alerts and Warnings

Incident Handling

Incident analysis

Incident response

support

Incident response coordination
Incident response on site
Vulnerability Handling

Vulnerability analysis

Vulnerability response
Vulnerability response coordination



ii. Ynnpeoieg MpoAnyng KaraoTpopikowv evdeyopivwv- Proactive Services

Announcements

Technology Watch

Security Audits or Assessments
Configuration and Maintenance of Security
Development of Security Tools

Intrusion Detection

Services

Security-Related Information
Dissemination

iii.  Artifact Handling

» Artifact analysis
Artifact response
Artifact response coordination

iv.  Security Quality Management

Risk Analysis

Business Continuity and
Disaster Recovery
Security Consulting
Awareness Building
Education/Training
Product Evaluation or
Certification

® & 2 & & 0 0 0

O1 pacikéq unnpeoieq epagavifovral e Toviopévo Xp@pa kai autég kabopifouv Tov PaCIKG/EAGXIOTO
BaGuo )\EITOUPYiQ(; evog CSIRT, O1 Bagikéq unnpeoieg XwpiCovTal O UNNPESIES anokaTdoTaonc peTd anod
KATAOTPOPIKG EVOEXOUEVD Me v dwaxeipion Tng kpiong nou dnuioupyeital kai TNV npoondadeia
EATXICTONGINGNG/ NEPIOPIONOG TNG EKTAANS TNG {NNAEG NOU NPOKAAE! TO KATATTPOPIKO NEPIOTATIKO,

6. Emidoyr} xaralAnAdrepou TUnou CSIRT  yie THV IKGVOMOINGn TWV avaykev Tnc
Kunpiaxig Anpoxpariag

To MEPHET péoa and Tn cuMoyi nAnpo@opicv and SIieopoug TOGO SNHOGIoUE 600 ka1 IBTIKOUC POPEIC
OXETIKG {IE T SUvATOTITA TOUG va EKNANPWOOUY TOV poko evig Popéa CSIRT otnv Kinpo npoxwpnoe
ot £ni pépoug diaBolAeuon pe Toug 300 EMIKPATETTEPOUS QPOPEIC CUPPWVA PE Ta KPITAPIO NoU £020E TO
FEPHET ge ayéon pe Tnv avaBzon kabnkovrwy CSIRT yia Ty Kinpo.

O1 300 @opeic o onoiol OCUYKEVTPWOAV TIG PEYOAUTEPEC mIBavoTnTEC VO avadifouv TV
dnpioupyia/Aermoupyia gopéa CSIRT omv Kinpo frav to TuApa Ynnpeoiav AAnpogopikic TRC
KuBépvnong-TYT kai To Kunpiakd EpeuvnTind kai Akadnpaiké AikTuo (KEAA).

To Tphua Ynnpeoiov MAnpogopikry (TYT) eivar 0 apuodiog KUPEpVNTIKAG POpPEAC yia 8éuara
Hnxavoypagnong oTn  Anpocia  Ynnpeoia. Anpioupyfibnke To 1980 piosu ora  nhAaicia ™me
avadiopydvwong/avadiap8pwong Tng Anpdoiac Ynnpeoiag apyikd g Tpiua Mnxavoypagikay Ynpeowov
Kal pETOVOLGOTNKE TO 1997 oe TAua Ynnpeoiov MANPogopikAc, ovopacia nou diaTnpei péxp1 ofpepa.
To Tpfpa Ynnpeoiiv MANpogopIkiG undyeTal SI0IKNTIKG 6TO YNoupyeio Oovopikav,
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AppoBioTnTeg TOU TYTT nepthapavouv:

e TNV napoyn CUMPOUAEUTIKMV UNNPECIOV Ot BEPaTa TNG ApuodIGTNTAE Tou OTa ANpOOIO KaI
opIoptvec Qopig aTov Huukparikod Touéq,

e Tnv peAéTn ki unoBohn EICNYNOEWv KAl EPaApUOY ThC NOATIKNAG Kai oTpaThyikng ot Bépara
MNAnpogopikng oTo Anpdoio Topéq,

¢ Tnv eLacpahion, HECW NPogQopV, PNXavoypapikG eEonAioud, npoypdupara kar unnpeoieg yia
avanTugn ouoTNRATWY yia OA0 Tov Anpooio Topéa,

e Trv &ieublvon kai Epappoyn Tou [lpoypappatoc Mnxovoypdenone (BpaxunpoBeouou kal
TevikoU ZTpaTnyikoy Zxediou) kal ENpEPous £pya,

s Tnv avantun Twv cuCTNUATOV Twv EPapPoymv GAou Tou Mpoypdpparog Mxavoypdgnong (eiTe
and pdvo Tou EITe pPe Try fonBeia Tou BiwTikod Topéa),

o Tnv Aermoupyia, guvTrpnon xat unocTHPIEN Twy CUCTNRATWV QUTOV JETA TNV Napadoar Toug,

o Tnv unootnpiEn OAwv TG HIKPOUNOAGYIOTIKMY CUCTHNATWYV KAY ETOIMWV NPOYPAPMATGV Nou
ayopaZovTal yia Ta Ynoupyeia/Tpfpara/Ynnpeoice,

s Tnv eknpoomnnon TG Kinpou oe 31gopa diEBvr) auvidpra yia BEparta MANPoQopIKAC.

To Kunpiakd Epeuvnmikd kal Akadnuaikd AikTuo- KEAA napéxel Tnv unodopr diktlou yia Tnv Kunpiakr
Epeuvnmiki] kai Akadnuaiky KoivomnTa kar cuvdéel opyaviopouc TPIroBABUIOC eKNAIBEUONC K
EPEUVIITIKOUC OpyaviopoUc. H unodoyn Tou KEAA gival ouvBedepévn ye To Eupwnaikd Sikruo GEANT2 1o
onoio anoTeAel p£pog TNG RAYKOOHAS KOVOTNTAS EPEUVTIKGY Kal akadnuaikmy ikTlwv, MEcw auTig TNG
aOvdecns To dikTuo Tou KEAA eivarl eniong cuvdedepévo pe 1o Aladikruo.

AppodIoTnTEG Tou KEAA nepihappavouy:
« Trv AiaoUvdeon opyaviouwy TRTORABUIAE eknaideuanc P To Eupwnaikd AiKTuo kar To AladikTuo

o Tnv evnuépuon Twy XpnoTdv TV JIacuvdedeputviv JE QUTO OpYavIoHGV KaI POpEwv OXETIKA e
Kivdovoug oTo BiadikTuo

e Tnv unooTApiEn KkaTomV avapopds XPNOT®V/OpYavioudwv nou avTipeTwnifouy Siakonf f/Kal
anwAEIa UNMPETIAV UETA and KaTaaTpoPIka auuBavra,

To KEAA napéxel (64 TG Bacikég unnpeoieg gopea CSIRT yia 1@ akadnuaika Splpata Ta onoia £Xouv
diaguvdioel Ta SikTua Toug JE TV unodopr] Tou KEAA.

Meoa ano Tnv enthoyr} Tou KEAA undpyer ) Suvatdrnra karavopn Tng dpasTtapidTag Tou gpopéa CSIRT
HETOEY Twv axadnycik®@v 1I3pupaTuv nou Siacuvdtovral pe 1o BikTUO TOu OTN BAON TOU pOVTEAOU
akadnpaikoy CSIRT nou napoucialeTal oTr OEAIDO 8 Tou napdvTog eyypdeou.

InpavTikd péAo oV kataAngn Tou MEPHET o€ 300 unowigioug gpopeis fTav n Texvikr unodoph yia
unooTiPIEN evog popia CSIRT nou 31084Touv  kABME Kat 1) TEXVOYVWGIO TOU NPOGWIKOY MOU OTO NPMTO
oTadio Aerroupyiag 6a anoBei kaBopioTIKA yia T GwoT AsToupyia Tou Qopéa.

NpwTioTO poAe oTnv emhoyl) TEPHET SI03papdTioe kal n «Ena@i» Fwv 500 popéwv pe peydho apiBpd

XPNOTQV  Onwg O XPOTEG TNG pNXAvoypagikiG unodopiis TG KuBEpvnong kai of XpioTeC Tou
akadnpaikol dikToou Kinpou.

To TEPHET kaeitai va anavifioel omnv epomon yati dev Taooetal unép Tng dnpioupyiac
Maykunpiou/E@vikol TOnou CSIRT nou Ba Aeitoupyei aav KevTpikd onueio eEunnpémong dAmv Tav
Topéwv TG KunpiakidG xowwviag kai olkovopiag kal avTiBera emiddyel va  Snuioupyrioel 800
napaAniafautodivapa CSIRTs, éva yia v unoompif] Kupiag Tov XpnoTov TN KUBEPVTIKNC
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pnxavoypa@ikig unodopnic kar Ao éva yia Tnv unootnpiEn Tou Oykou Tev XpnoTmv Trng unodoprig Temv
akadnuaikov IBpuPaToV.

ITOv apyikn @aon g dnuioupyiac gopéa CSIRT n Snpioupyia £Bvikol CSIRT skmipidnke om dev Oa
enipéper Ty ouahn dieioduon Tou Begpol Tou CSIRT oTov Kunplakd KOIVOWIKG-OIKOVOMIKG Xwpo. O
nEAGTEG auTolt Tou Tunou CSIRT npodpyovra) and Siapoperikd unopabpo ag o1 agopd Tnv Xphon ICT
unodopriC oNOTE kal O AVBYKEC TOUC TG00 OE NPOANYN/evnuépwon 000 Kal O anokaraoTaocn HETa and
KATAoTPOPIKA evBEXONEVO NOKIAOUY, QC €K TOUTOU KalI Pg yv@pova Tnv guvTopoTeEpn To duvatdy
glcaywyn Tou Beopol kal eyka@idpuon Tou CSIRT ornv Kinmpo 10 povTéAo Tou g£Bvikov CSIRT kal o
TEPATTIOG OYKOC XPNOTWYV P DIAPOPETIKEG QVAYKES KpiBnke o dev Ba pnopoUoe va unooTnpixBel oThv
napoloa Gacn aAkl o peAOVTIKOTEPO OTABIO PE TNV Wpipavon Tou Beopou.

H emioy) Tou Tufupatog Ynnpecidv MAnpopopikig The KuBépvnong TYIM ifyive orn Baon
NP®TIOTG TN QEIOASYNONG TNG SuvardTnTag va NapEXEl UnooTnpIKTIKEC Kal NPOANNTIKEG UNNPETIEC OF
MEYGAC QYKo XpnoTmv— A3 UNooTNPifouv TOUC XPNOTEG TWY KUBEPYNTIKWY UMNPECIOV Kal TN BAon Tou
OTI unapxouv £T0IREG O HIASIKATIEG yIa evowPaTwon Tou popéa CSIRT kdTw and tnv unodopr| (TEXVIKN
unoBopr} ka1 avBpahnive duvapikd) Tou TY oTa nAqiow Twv appodIoTRTWY TOU.

H emiAoyr) Tou KunpiakoU EpeuviTikod kai Akadnpaixou AikTlou-KEAA £yive ony idia Bdon apol
0l XpAOTEG TNG akadnMaikiG KOIVOTNTAG €ival NOAUNANGEIC Kai £XOuv DIGQOPETIKEC AVAYKEC and Toug
NPOavapEePBEVTEC XPNOTEG TG HNYXAvOypaIKic unoSoung Tng KupEpvonc.

AnoTehei niong ouviBn npakTikg oTig xwpeg TG Eupwnaikig Evaong éva gk Twv CSIRT nou mBavo va
unapxouv EykaBIdpupéva OF PIG XWPa va unooTnpifel Ta dikTtua kal XPRGTEC TWV aKadnuaiKmv
IBpUHATOV.

Avapéveral 0TI evTog wIag TPIETIGE aNd Tn Aermoupyia Twv Sbo (2) CSIRTS TouAdxioTov To £va Ba cival ot
Bion va dievplvel TO PAGHA TOV UNNPECIOY MOV Ba NPoo@EPEl Kal OE GAAOUC TONEIC TG Kunpiakic
OIKOVOUIAG MY, OTOV ENIEIPNUATIKG Topéa.

7. Ynnpeoieg nou 0a npénel va unootnpifouv Ta 3uo CSIRTs— TYN xa KEAA.

Znv apxikh paon Tng dnmoupyiag Twv CSIRTS Kal yIa 0konolc PEIWONG TOU GpyIKOU npouncAoyiopol
nou anaitei n dnmoupyia gopéa CSIRT ocuoriveral onwg n Aeiroupyia Tov CSIRTS NEPIOPIOTEL OTIC
Baoikéq Acmoupyieq nou divovtal mo ndvw kal a@opolv AEiroupyieg anokatdoTtaonc peTd and
KaTacrpoPIkd oUPBAVTa ONWE:

e AnooTOM} ONpAVOEWY KIVBUVOU KQI NPOEIBONOINGEIC yia KIVBUVOUG NPOG TOUC XPHOTEC
o Awaygipion Kpiogwv peTd ka1 kata TNV SIAPKEIQ KATAOTPOPIKMY EVOEXOUEVIV
o AvOhuon Twv gvdEXoPévov

»  AVTAMOKpian/YnooTipiEn Tov XpnoTev yia OnokatdoTaon Twv CUuCTRPATMLV TOUC PETA and
KOTOOTPOPIKG CuppavTa

e Juvroviopdq Evepyaiov Twv apuddinv Goptuv/TUNEATHY YIa anokatacTacn Kpigipwy Unnpecitv
TV XpNOoTov META and kataoTpo@ikd oupfavra.

2Bh. Zeh. 7 TOL TTAPOVTOG EYYRAPOL



Neparrépw, N Aemoupyia Tou Qopéa CSIRT Ba npénel va IKavonoiel TiG BacikeG AEITOUPYIEG OXETIKG e
UnnNPESIeC NPSANYNE KATAOTPOPIKWY CUPBAVTWV ONC AVAKOIVMGCEIC KAl EVITHEPWOT) TWV «NEATWV» TOU
CSIRT yia via kakOBOUAQ AOYIOUIKG nou mBavd va npokaAigouy kaTaoTpogéc Onwg i.x. Denial of service

attacks.

8. Enikoivwvia Tou CIRT pe Toug «neAATeg/YXproTEG TOV UNNPECIOV Toug- Kavalia/ odoi

£MIKOIVOViag

MNa va emteuydei o otoxog Twv CSIRT Goov agopd TIG unnpegieq kKupiwg Tng npdANWng kair NG
anokaraoTaong WETA and karaoTpoQikd cupPBdvTa/mepicTtamnkd ouoThvetar onw¢ Ta CSIRTS
Bnuoupynoouv/BiaTipolyv Ta akdAouBa KaVAAA ENIKOVKVIOL LE TO KOIVO TOUG:

Anpooia BiGBEodc nAnpogopie oTo koG péow Bnuociag I0TooeAidag Tnv onoia ol
neMITEC/YpNoTeg 0a xpnowponololv yia va AQUBAVOUY NpOTIOTRG EVNUEPWON YIa MBavoulg
KivBUvoug nou pPnopoly va NpoKarMEoouy Kupiwg anwAE Tev SESopEvLV Kal TNG UNNPEGIac Toug
KaBmG Kal £vNUEPWTIKA Aoviomkd (software updates) av@loya ME TO Aemoupyikd olgTnua
(operating system) kal AOYIOIHKEC EQAPHOYEC MOV XPROIMONOCIOUY KABWC KAl EVMUEPMHEVEC
gkdooeig, virus definitions yio Ta «Aoyiopikd npooTaciag and oUg/avTi-ikd/antivirus» Aoyiopika
nou Xpnoigononuy.

NAnpogopieg o onoiec unopouv va SiafaBuorody g pn dnudma SInBEoEG yia dAoug Toug
XPHOTEG/NEAITEG ka1 pnopolv va yivouv NpoofAoipes perd TNV £500QANON OXETIKOU KwdIkoU
ao@aAeiag and Toug DIaYEIPIOTEG TrG I0TOTEAIBACG KAl TOU NEPIEXOPEVOYU TNG. O1 XPAOTEC UNOPOUY
va YopioTouv of Katnyopie¢ (omaakdg XpnomnG xpRoTng pe npooPaocn ot guaioBnTeg
nANpoQopies, ENEIPNUATIKOG XploTNG IaXEIPICTNG CuoTRUATOY KAM) Kai avaAoya pe Tav
KaTRyopia OTnV onoia avikouv va EXouv Npoopaan Ot anokALIOTIKG péprn TOU NEPISXOUEVOU THC
I0TooEAIBAG — Members’ areas.

TOUG XPNOTEG/EMOKENTEC TNG 10TOCEAIBAG Tou CSIRT Ba npénel va napexeral n duvatdrnra va
oupnAnpOoouy NAEKTpovikd oe ¥povo npayuamiki npdoBacnc-online access- OXETIKEC QOPHEC
EMIKOIVOVIAE HE TOUG SIQYEWIOTES TNG 10TOCEADAG XA pPéGw auThC TS POpUag va Pnopolv va
gvnuepwoouy To CSIRT yia didgopa neproTatikd/Kivdivoug yia Ta onoia 6 8ehav va AaBouv
NEPITOGTEPN EVIILEPWOT.

01 diayeipioTég Tou CSIRT 0a npénel va dIaTnpolv OYETIKEC AIOTEC PE TIC NAEKTPOVIKEC SiEUBUIVOEIC
kal apifpols KIVTAG TNAEpvVIaE TV XPNOTOV/MEAQTOY TOUS OUTWC WUTE va Enmuyxivouv
apeon evnpépwon OAwv Twv opddmv Twv XpnoTov o1 onoior mfavd va Eival EUGAWTOI OF
ouykekpidévn aneihi. H evnpépwon dovatar va yiverar népav TNe anooToAi NAEKTPOVIKOU
HNVOLATOG KAl HE TNV anooToAr OXETIKOU ouvTopou pnvipatog SMS. O1 diaxeiploTée Tou CSIRT
Ba £xouv TV euBivn yio v opadonoinon Twv XpNoTav CUNQWVA HE KPITAPIa 6nug To
AeiToupyiko cboTnpa nou Xpnaiponoioly, ol AOYIGHIKES Epapuoyic, Ta evBiagEpovTa Toug kal dpa
Ol IOTOOENSEG NOU ENITKENTOVTAI OTO JIGBIKTUO XAl YEVIKOTEPA TO NPOPIA TOUG,

Mapadooakols TPonoug emkoivaviag Twv CSIRTS pe Toug NEAGTEC/XPNOTEC ANOTEAOUV 1y |
ENIKOIVOIVIA HEOW TNAEQWVOU, TNAEOHOIOTUNOU 1) ANOOTOAR aAAnAOY pagiag péow Taxudpopciou.

Evnpépwon Twv XpRoTav UNopei va yiveral eniong pe v dnpocicuon and 1o CSIRT pnvaiwy A
TPIINVIAIWV EVIIEPWTIKGV PuAMadiwv O¥eTIKA pE TV dpacTnpIOTNTa TOUG KAl TIC aneiAéc yia
TOUG XPrIOTEG Ol ONOIEC AVTIMET®WNICTNKAY | NIBavd va npokiyouy.,
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9. Mission Statements

To «Tpfpa Ynnpeoiawv MAnpogopikic Tne KuBépvnong> Ba napéxel nANpopopnon/evucpwan ot 0Aoug
Touc XpHOTEC PRYavoypagIkiG unodopng Tuv KupepvnTikav Tpunpatev xadag kar 0Aoug Toug Kunpioug
noNiTeC mou Ba Tuyxavouv efunnpémong and Trv Ynnpeoia kaBwg ka) unooThipign npaTou Babuou-
TRAEQWVIKT] UnooTAPIEN®- OE GAoug Toug Kinpioug noAiTeq mou 6a Tuyxdvouv ekunnpétnang and v
Ynnpeoia kal o1 0noiol avTIHETWNIZOUY GnMAEIa UANpPECiag Adyw KaTtacTpogIkod cuppavToc.

H evnuépwor dev Ba NEPIOPIZETAI HOVO OTNYV ANOCTOAN EVNPEPWTIKGY NAEKTPOVIKGAY PNVUHATWV aAAG Kai
ot drjpooicuon oty 1TooEABA Tou TYM Siapdpwv TeXxviKAY eyypdpuv/white papers kal oTn napoxn Tng
SuvatdéTnTag ANYng anod v 10ToCEAIda avafabpicewv yid Biapopa Aoyiopikd. H evnpipwon eival
SuvaTov va NapEXETAl KaI OE OUVEPYQDiQ PE TOU MAPOXEIS UNNPECIOV NAEKTPOVIKMY ENIKOIVGOVIOV A.X.
napoxeic unnpeciov diadikriou (ISPs).

O Badudg TG TEXVIKNG UNIOOTAPIENG YIO TOUG XPHOTEG TwV UnyavoypaPikwy cuoTnudTev Tg Kupipvnang
Sev avaAUETal OTO napdv &yypago agol anoTeAsi dpaompioTnTa Tou TYM nou nnyadel and 1o
KaTaoTamkd oueTaonc Tou.

To «Kunpiakd EpeuvnTikd kal AKadnuaikG AikTuo» 8a napéxer nANpo@opnon/eviipépwon O OAOUG TOUG
XPAOTEC UNXavoypagIkng UNodopnG Tuv NAVEMOTNHIAK®Y ISpUpdTwy KGBME kal GAOUG Toug Kinpioug
noATeEC mou Ba Tuyxdvouv efunnpérnong and Ty Ynnpeoia kabog kal vnooTApIEN npwtou Rodpod-
TRAEQWVIKI unooTApiEn- o dhoug Toug Kinpioug noAiteg nou Ba Tuyyavouv efunnpérnong and Tiv
Yanpeoia kai ¢l onoiol avTipeTwnifouy anwAsia unnpegiag AOyw kaTaoTpoPIKoU cupBAavToc,

H evnuépwon dev 8a nepiopileTal pdvo oTNY ANOCTOM] EVIIHEPWTIKAY NAEKTPOVIKOY UNVUHATWY GAAG Kal
g€ dryooicuon oy IOTOCEADA Tou TYN diapdpwv TEXVIKOV EYYpapwv/white papers kai o napoyn mg
duvatoTnrag Afyng and Tnv 1oTooegAida avapabpicewy yia 3iG@opa Aoylopika. H svnuépwon eivai
duvatov va NOPEXETAl KO OF OUVERYQOIa PE TOU NAPOXEIC UNNPETIV NAEKTPOVIKMY ENIKOIVVIGY T1.X.
napoyeic unnpeowov dadikriou (ISPs).

10. MovTtéha Opyaveeng CSIRT

Ta dUo emkpaTéoTepa povTEAa opyavaong CSIRT Ta ONoia aQvTanoKpivovTal aTa XapakrnploTikd Ta onoia
£xouv o1 dlo unognero/emieypévol popeic TYN kal KEAA eival Ta akdAouda:

1. H 3dnuioupyia popia CSIRT evrOg THG OPYAVWTIKNG SOURS EVOC UPICTAPEVOU
TURHATOG/ PopEa

To Tudpa Ynnpeowv NAnpopopikng @EPETAI va NANPOI TO CUYKEKPIWEvO povtéro opéa CSIRT agou
UnApyer N3N N OPYavwTIKY TOU Jour kal Pnxavoypa@ikr unodopr 1 onoia Pnopei va BIEUKOAUVE! TNV
Tayeia dnuioupyia popéa CSIRT.

210 apyikd orddia Tng dnuioupyiag Tou CSIRT unodoyn Onwg KTipia, pnxavoypaPikde Eonhiopdc kal
SikTuo eival Siabfoipa xadLE Kal NpoowniKd To ONOI0 UNOPEI EUKOAD va QROGHACTEL 1} va ASITOUpYE
napaiinha kai Ta kabrikovra nou eknnyalouv and Tn AciToupyia evog gopéa CSIRT.

3 Ze nepinTdioeig Heyahou apiBpcl THAEPWVIKGY KARGEWY NPOG To KEVTPO UNOCTAPIENS Twv XpNoTHY Kal yia anoguyr
UNEPPOPTWONG TOU TNASPWVIKOU SUCTNHATES, NAPEXETAI N SUVATOTHTA EVEPYONAINGNS The anodoxis «HEYIoTou apBuol
THASPWVIHATLOVS Kal andppiyn Twv KAGewy pdoov SENEPACTEl auTAC 0 apIBUSG KARTEmY.

7



TXETIKG OXNUATIKO NApouoIaZETat Mo KATM,

TECHNICIAN |
| oNaME

i recrmaciaN |
i NAME &
ik i

“| TEGHNIGIAN |
j NaME 5

4| TECHANICIAN |b

MAMT

“ABUSE TEAM ’ I»

REPRESEMTIVE
"TEAMLEZAZER"

ey

ases

i, ORGANIZATIONAL =~
b o] .
' RESGURCES..

]

| OFFIGE MANAGER® l

CORPORATE
LEGAL STAFF

CORPORATE
"COMMUNIGAY ION
Pl

ol o, T R R a1

i
i
¢

1on f

R R o ER

2. To akadnuaikoé povreEldo popea CSIRT

AuTO TO HOVTEAO OpyavwTikiG SOUNG XPNOILONOIEITaI Kupiwg yia akadnudikd 1Bplpata Ta onoia
AgIToupyoulv avefdpTnTa ka1 unod Tnv «ounpéAa» evag KevTpikoy CSIRT 1o onoio anoTteAel va povadikd
ONpEio Enagrig Pe Aloug appodioug popeic. O1 nAnpopopicg SiakivouvTal and Kar NPog Ta akadnuaika

iBpuparta péow Tou kevTpikoU CSIRT.

To KEAA @fpeTal va pnopei va SIEKNEPAIOE! auTn TNy SpacTnpidTnTa yia Ta akadnuaikd Bpouara Tne

Kinpou.

ZYETIKO OXNUATIKOG NAPOUCIAZETAI NIO KATwW,
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11. Qpapio Asiroupyiag @opia CSIRT

To wpdpio Aerroupyiag Tou gopéa CSIRT kaOGC ka1 TO NARBOC TWV UNNPECIOV NOU TIPOGPEPE! OTOUC
«NEAATEC» TOU kaBopilpuv Tov apIBpG Tou npocwnikol nou Ba £pyodOTEl KABWE XKaI Ta MPOoOVTa TG
onoia Ba kaTéxouv pe AUETO avTikTUNo 070 UWog Tou npolnoAoyiopod nou 8a aopd T Asrmoupyia Tou.

Or emidoyEg yia TO wpapio Acimoupyiag kaBopilouv dpeca kel Tov apBud TwvV EpyodOTOUNEVWY apol
eQooov enhexBei To CSIRT va napéyer unnpeoicg 240pn UNNPEsieg yia 7 nuépeg Tv BBopdada, pe To
npoownikd va epyaleTal i olotnua Bapdiag TOTE T eAGXIOTO NOU anaiteital kal ouoThveTal yia opoi
-Azitoupyia Tou CSIRT eivar dadeka (12) dropa nAfjpouc anacxoMonc.

Epooov anaireirar o CSIRT va napéxel Tnv Bacikr} dEopn unnpeoiov- MPOANWNG ka1 ANokaTaoTacng
HETa and kaTaoTpo@ika gupBavTa- kal va akoAoubel wpdpio Aemoupyiag wpav ypageiou — 0730 np -
1430 pp ko 1430 pp-1730 pp- 70TE 0 apIBPGG NPoCcwWNIKOY NOY anaiteiTal kupaiveral peralt 6-8 dtopa
NAPOUC anaagy¥oAnang.

EvaAAakmikG 10 npoownikd Tou CSIRT pnopei va epyGetar and mig 0730np -1430pp kal yia TG
GMOYEUNATIVEG WPEG VA UNAPXEI NPOGWMNKG OF ENKPUAGKT £TCI VO HNOPEI VA EISONOIEITAI EPOCOV MPOKU YEI
N aviykn Y10 ONOKATAOTAOT)/GUVTOVIOHO EVEPYEIGV YVi0 ANOKATAOTAGT) HETA and KaTaoTPOMIKA CUNPAVTA.

Ze auTh Tnv nepinTween ToTE To CSIRT unopei va Exer péyioTo avBpanivo duvapikd Tng TAEEwe Tawv €81 (6)
aTopwv.



AapBavovrac undwn Ty Soun Kai TO wpapio epyaciag Twv SUo gopiwv- TYM kai KEAAA- nou Exouv
EmAeyel yio va diexnepaiwoouy dpacTnpidTTeg popéa CSIRT- kaBug kal TIC BACIKEG unnpeaies rov 8a
npoopEpouv KATapyag o dUo @opeig CSIRTs TOTE TO KAOTAAANAOTEPO MOVTEAQ Wpwv Epyadiag Tou
npogwnikol gival, n epyagia evrdg wpapiou 0730 -1430 kabnuepiva exTdg and a pépa v £fdopada
Katd Trv onoia n unnpeoia Ba AsToupyel pe aon To wpdplo 0730- 1800, 1) To EKAOTOTE WEAPIO TNE
Anpooiag Yrnpeoiag,..

Tig unohomeg nNUEPEC- TIC anoyeupamivig mpeg- o1 XPROTEGMEAATEC Tou KaBs Qopéa pnopolv va
eEUNNPETOUVTAI ANO NPOCWMIKG OE EMIPUAAKI).

12. XapakTnpIoTIKA npogwnikoU CSIRT
To npoownikd Tou CSIRT CUTTAVETAI ONWE £XEI TRV AKOAOUBN TEXVIKN YVOON/EUNEIpIa;
« Eupeia yvwon g TEXVOAOYIOC kal NpwToKOAM®Y Tou AladixTUou

e [voon AEIToupyikwy ouoTnpdTwy onwg UNIX kai LINUX avaAoya pe 1o ASroupyikQ ouoTiuarta
TQ onoia ¥pnoigonololv oI NEAGTEG/YpRoTee Tou CSIRT.

e [vmon AsiToupyikmy cuoTnudTev Windows (server versions + home/professional versions)
o TVHON ENPEPOUC EPAPUOYDV NOY Xpnoiponoiody eupéwg o1 nEAITe/xpRoTeg Tou CSIRT

 [vaon etonhiopol Kal Texvoloyiwv/mpwTokdAhwy SkTOWONG (ApoloAoynTeg, AIOKONTEC,
Aakopiotég Ovoparodooiag- DNS, Proxy servers, Mail servers, CISCO I0S kAn)

» T'voon epappoyayv dadikTocu (SMTP, HT TP, HTTPS, FTP, TELNET, SSH kAn).
« voan anaidwv Aogaieiog Airiwy kar MAnpogopiav (DdoS, Phishing, Defacing, Sniffing k)
o Tvian oxemika pe agloAdynan Tev aneikav-Risk Assessment ka1 PaKTIKES EQAPHOYEC

+ EmnpéoBera npoohnyn npoownikol nou va éxer moTonoin8ei wg CISSP- Certified Information
Systems Security Professional pnopei va Bswpnei NACOVEKTOLA yia TNV AEToUpYia Tou Gopia.

‘0Ogov a@opd TV ANOKTNOT and TO NPOCLINIKG ENAYYEALATIKGY TITAWY KAl GUvaPGY NICTONOINTIKGV (1.X.
MSCE, CISCO xai CISSP), o1 BUo @opeic CSIRT 8a npénel - evidg 8o (2) erav and v Aciroupyia Toug -
va EVTAEOUV OTOV NPOUNOAOYIGHO TOUG OXETIKG KOvBUM EKNAIBEVOTIC NOU Ba ENITPEWE! GTO NPOCWIIKG Va
AMOKTIOEl TA NIC NAVK NICTONOINTIKY.

13. Extipnan KoéoToug yia Anpioupyia ®opéa/Popiéwv CSIRT otnv Kinpo

ZTNv napouca gacn Tou £pyou 3ev Pnopolv va Yivouv aopaAgic unoAoyIouoi OXETIKA HE TO KOOTOG NOU
enaiteital yia v dnuoupyia gopéwmv CSIRT oTnv Kinpo. H enidoyr Tov unnpeoitv, kata kUpio Adyo,
nou Ba napéxel aTo koo Tou © Qopéag CSIRT kaBa kai | EMAOYT TOU wpapiou AEIToupyiag Tou @opéa
anoTEAOUY ONHAVTIKEG NApapéTpouC oTn GUVOEDT) Tou TEAIKOU KOGTOUC NOU anasmeiTal.

To kooTOg TG vnodopng/dikTiou nou Ba npénel va daBéTer o popiag CSIRT ouvBiETar APEoa pE TOV

apiBpod Twv unnpeciav nov Ba npoogépovral and To CSIRT kai ennpedlel oe peydho Badud To KAOTOC
agloTaong TV PopEWY.
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To TEPHET npotol kataAf€el g TEAIK) OIKOVOUIKN NPOTAON OYETIKG HE TO KGOTOG DRUIOUDYIAC Tiov
@opewv CSIRT otnv Kinpo 8a diapouleuBei ek véou pe To TYN kai To KEAA apou £xel 1idn diapoukeubei
kai Aapel Ta Bemikd ayohia Tou ENISA.

ITn Bacn Twv mo navw ano@daoswmv OXETIKG pE Tov T0Mo Ty unnpeoiiv nou Ba napéxel, To wpdpio
Aerroupyiac kal Tov apiBpd Tou avBponivou Juvapikol kal nou Ba enavBpwvel Tov @opeéa CSIRT To
KGOTOC TNG dnUIoupyiag TETOIWY Popéwv dUvaTal va GUVORIOTE! w¢ akoAolBwe:

I. KoéoTtog YnoSopung:

Eqooov npoxkuntouv NpdoBETEC oovoukéC anmThgelg oe unodoun/pnxavoypaikd efonhiopo nou Ba
xpnoipgonoinBel yia va kaAUWE! TIg ENNPOCYETEC AVAYKEG NOU SIcupyolvTal JE TV NApoXn Bacikav
URANPECIIV KUPIWE TNG anoKaTioTaong Twy unnpeciov TV «NeAaTmv/constituents», auTéG avapéveral va
xahu@Bolv and Toug £TM0I0U¢ NpoUnoAoylopolg Tou TYT ka1 Tou KEAA.

II. KooTog Enavdpwong ®opéa/ Opyavikn Aoy ka1 MicBoAdyio Npocwnikol:

ZTn Baon TnG andgaocng OXETIKA PE TO wPAPIO KOl TOV TUNO Twv UNNPECIV Nou Ba NApEXouv quToy Tou
TUMOU 01 QOPEI 01 aviyKeG Twv dUo poptwv 0t npoowmkd pnopel va eivar TG TAEEwG Tav £8 (6)
aropmv (UEyIoTOg apibpdg). -

H glivBeon Tng opadag Twv £81 (6) aTOPWY TOU NPOGHNIKOY CUTTAVETAI va EXEI (G MO KAT:
1 x BaBuog AvaTepou Agimoupyol — KAipaka Eiodoyrg A13

2 x BuBudc Acrtoupyou- KAipaka EigBoxng A8 kai

3 x BaBuag TexvikoU- KAipaka Etodoyng A5

To ouvolikd £rfo10 akaBdapioTo K6oTOE endvdpwong o Fup® ava gopéa avépXeTar o€ (1X
4286 € x13) (2x1971€x13) + (3 x 1303 € x13) = 55718+ 51246 + 50817 = 157,781 Euro

14.Zuvepyacia HeTaZl TV popiéwv CSIRTs

Or dbo @opeic CSIRT nou Ba dnjnoupynbolv oTnv Kinpo Ba Acmoupyolv napdAMnAa Kar He oTdxo T0
kGBe CSIRT va efunnpeTel npwTioTwg TOUuG NEAATEG/XPROTEG Tou. O1 dYo @opei Ba npéna va
ouvepydlovral ota BEpata evnuépwon Twvy NEAITOV Tou¢ avdAoya HE To npoQih Tou ka6t
XpnoTn/neAaTn kaBwg kal aTa 8EpaTa UnooTRPIERC TWY XPNOTRV.

ITIC NEPINTAQIOEIC ONOU  anarTeitai  ouvToviopog peTafl Twv d0o CSIRT yia  anokardoraon
AEITOUpYIac/unnpeoiv nov Aappavouv ol XprioTeG HETA and KGTAOTPOPIKO GupBav TOTE TO NPOCWNIKO
Twv dUo popiwy Ba katafaAer npoondBeieg yia aAAoBoli8eia oTo péyioTo Suvard Baduod.

Zrnv mBavéTnTa nou To &va anod Ta 300 CSIRTS avTIPeTORIZEl npoPAfyaTa PE TNV UROBO Tou OE PaBuod
nouv Sev WUNOpEi va NGpEXEl UNIpECieq oToug DIKOUG TOU neAdreq, of dUo Qopeiq Ba npéne va
ouvepyadovTal kar £xouv g€ Béon pnxaviopols EToy woTe 1y dlaxonl) unnpeoiac Tou evoc va pnopei va
EENEPAOTE TO OUVTOUOTEPO KaI PE TIG AlYOTEPEC ENINTROEIC OTOUC NEAITEC/YPIOTEC.

Inpawvetal 6N o oxediaopdg Tng unodopig Tou CSIRT Ba npénet va Paoiletal oTnv EQeSPIKOTNTO
ouoTNUaTWY KaI {EOEEwY ETO1 WOTE va PNOpPEl va NPOgREPEL anpAaKoNTN UNNPEGia.
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Ta ©fépata  oguvepyaociag dIOdIKAGIOY  CUVTOVIOMOU, EKNPOOWNNONG KAl eMAUONG  TUXOV
NEOBANUATWY/SiIagopuv Ba Tuyxdvouv cuvToviopol and To CUVTOVIOTIKO QopEa nou &ival To NEPHET.
AENTOUEPEIEG VIO TA CUYKEPIUEVG BEpaTta pnopotv va kabopioTolv oty andgaor Siopiopold Toug and
Tov EPHET.

15. Zuppetoyn oe AigBveig Opadeg Epyagiag/Opyaviopoig CSIRT
01 800 Qopeic CSIRT 8a npéne va eival pEAn o duo diebvi oapaTa:

» TF-CSIRT Task Force: npwtapyikag oroyog g Opadag Epyaciag sivar va napéyer Tnv pdon yia
avTaAAayr] EpnEipiov Kal nAnpogopiov peTalt Tov gopiwv CSIRT twv Eupwndikov Xwpov
kaBwg eniong kai va napexel unooTipiEn/Bondeia otnv dnuioupyia kavoupyiwv gopémv CSIRT.

+ Global CSIRT Initiative-FIRST": n ouppeToyi} divel TR SuvaToTnTa OTa PEAN va avrariokpivovTal
YPIyopoTEPa KA1 PE PEYAAUTEPN aNOBOTIKOTNTA OF KATAOTPOPIKA OupPBAvVTO OXETIKA pE TNV
QOPAAEID NANPOPOPIDYV- TOOO YIQ UNNPECIEC NPOANYNC 000 KAl yia unnpeciec anokatdoTaonc
peTd and téroia ouppdvra,

+hitp://www.enisa.europa.eu/cert inventory/pagesf/04 01 02 him#06

s htp://www.enisa.europa.eufcert inventory/pages/05 02.him
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Response to request from Cyprus

Opinion on the development plan for Cyprus’ national CSIRT

(Ref. ENISA/REG/REQ/16) (Ref. OCECPR 04.05.002)
Marco Thorbrueqge, Andrea Dufkova

General remarks

The submitted draft of a project plan for the establishment of national CSIRTs in Cyprus outlines a
throughout reasonable approach that testifies profound knowledge of the underlying matter. The
draft is suited, in all parts, to be built upon when creating the detailed final project plan.

Hence ENISAs response mainly consists of remarks, tips and outlines for potential next steps.

Outline of the request

Cyprus submitted a draft project plan for the setting-up of national incident response capabilities and
requested ENISA’s input on the following steps:

- General decision to have two national CSIRTs (sections 5 and 6)

- CSIRT services to be provided (section 7}

- Communication channels between CSIRTs and constituency (section 8)
- Mission statements of the two CSIRTs (section 9)

- Organisational structure (section 10)

- CSIRT working hours (section 11)

- Expected qualification of CSIRT staff {section 12)

- Cost calculation and CSIRT budget {section 13)

- Cooperation between the two national CSIRTs and with others (section 14)
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F g Tttt Opinion on the development plan for Cyprus’ national CSIRTs

Detailed response
General decision to have two national CSIRTs {sections 5 and 6)

AGREE: in the given situation and also taking into account experiences from other Member States, the
proposed scenario of having two separate teams working for different constituencies, but under
auspices of the government is plausible. Both hosting organisations (DITS and CyNET) seem to be
capable of hosting a CSIRT and providing the outlined service. The CyNET CSIRT, according to the ENISA
inventory of CERT activities in Europe, was already established in 2001, so the team members should
dispose of profound skills and expertise, which is very valuable for the whole project.

REMARKS: in the case of setting-up of two separate entities the segmentation of roles and
responsibilities must be made perfectly clear. Especially the separation of the constituents {which
CSIRT is responsible for which networks) and the question which entity finally plays the role of
“National point of contact {PoC)” to foreign CSIRTs should be clarified very soon in the process.
Overlaps of constituencies should be avoided. In the setting-up phase a single project manager should
be in charge, and emancipated representatives (sub-leaders) of both envisaged CSIRTs should report to
him. It is crucial that, from the very beginning, all involved parties closely work together and
communicate with each other on a regular basis!

OUTLOOK: ENISA is prepared to depute CSIRT experts to a kickoff meeting with all involved parties, in
order to discuss starting issues in more details. ENISA is also prepared to accompany the setting-up
process, to answer questions and give advice on an “ad-hoc” basis.

CSIRT services to be provided (section 7)

AGREE: experience shows that the “start small, but think big” approach is the most suitable for new
CSIRTs. The proposed set of services outlined in section 7 of the draft project plan is {almost) exactly
the right set to start with.

REMARKS: it may be gainful to add the service of “Announcerments” to the portfolio of both CSIRTSs,
regular information to the constituents that bear a lower priority than alerts or warnings. Most of the
known CSIRTs supply their constituents with regular flowing information in order to raise security
awareness but also to reassure the constituents that “their” CSIRT constantly works in order to protect
their networks. This reassurance must (!) also be given when incidents are reported: incident reports
must always be acknowledged. Please also refer to “expected skills of CSIRT staff” later in this
paragraph.

There should be a review of services on a regular basis {(approx. twice a year) where the existing
services and an expansion of the service portfolio are assessed.
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OUTLOOK: ENISA is prepared to facilitate training for the CSIRT staff members on request.
Furthermere ENISA provides exercise material that can be used to train the CSIRT staff members in
various facets of service provision. A list with trusted publicly available sources of NIS information can

be provided by ENISA on request.
Communication channels between CSIRTs and constituency (section 8)

AGREE: as for services, the proposed communication channels (public and restricted website, mailing
list) are most suitable to communicate with the constituents (in both directions).

REMARKS: after some time of operation there should be a review of the communication channels, that
includes feedback by users (i.e. in form of a survey). Experience shows that especially inexperienced
users may require additional communication channels (like SMS alerts or similar} in order to reach out
to them. An analysis of the compeosition of the constituency (including the IT systems in use), that is
constantly reviewed, is necessary in order to successfully reach out to a majority of users (experience
also shows that a reach-out to all single users is almost impossible to achieve). Make sure that some
communication channels are also suited to receive feedback from users {therefore a discussion-mailing
list besides the one for the distribution of warnings and alerts should be installed). In addition it is
absolutely necessary that both CSIRTs agree on a common set of terminology that is used
consequently when communicating with the constituency (i.e. both should have a clear understanding
of a “security incident” or have the same names for attack vectors). For incident reporting a hotline /
helpdesk function realised with telephones {landline and mobile) is furthermore necessary, also to
provide an “out-of-band” communication during times when internet is not available {therefore VolP
telephones for the hotline / helpdesk should be avoided!) and the development of a triage mechanism
for peak times should be developed or adopted from other teams.

OUTLOOK: ENISA is prepared to provide further input on that matter on request.
Mission statements of the two CSIRTs (section 9)
AGREE: the proposed mission statements are suitable for the two new CSIRTs.

REMARKS: the mission statements should be reviewed again before they are published, as mission
statements should not be changed once they are communicated to the constituency.

Organisational structure (section 10)

AGREE: the proposed operation models (“embedded model” for the DITS CSIRT, the “campus model”
for the CyNET CSIRT) seem to be the most appropriate in the given situation, as most of known CSIRTs
with similar constituencies chose the same models (there are differences when CSIRT services are
provided by a private company).
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REMARKS: the most suitable model is also highly depending on the revenue model chosen for the
operation of the two CSIRTs, i.e. how is operation financed. For the CyNET CSIRT the establishment of
security points of contacts at the served institutes (universities, schools, etc.) will be necessary on the
long run, but should probably already be initiated in the setting-up phase of CyNET CSIRT.

OUTLOOK: ENISA is prepared to make contact to CSIRTs in Europe with similar constituencies on
request, in order to initiate target-oriented information sharing (see also paragraph “Cooperation
between the two national CSIRTs and with others”).

CSIRT working hours (section 11)
AGREE: the proposed working hours are appropriate for the two proposed CSIRTs.

REMARKS: academic CSIRTs usually operate during “normal business hours”, but provide means to
contact them out of these times, like answering machines or mailing lists. For CSIRTs that are

’ responsible for public administration or even CIIP a 24/7 including a “security officer on call” is the
most appropriate setting that most of the CSIRTs with national responsibilities choose.

OUTLOOK: ENISA is prepared to make contact to CSIRTs in Europe with similar constituencies on
request, in order to initiate target-oriented information sharing (see also paragraph “Cooperation
between the two national CSIRTs and with others”).

Expected qualification of CSIRT staff (section 12)

AGREE: the proposed expected qualifications for CSIRT staff members are derived from the ENISA
“CSIRT setting-up guide” and therefore already proved to be the most essential skills CSIRT staff should
have.

REMARKS: clearly the team leader for both CSIRTs must furthermore dispose of profound social and
management skills. The CSIRT staff members that will have direct contact to constituents (i.e. via the
hotline / helpdesk) should be monitored closely concerning their attitude towards inexperienced
users; experience shows that (often) the more technically skilled a person is, the lower is preparedness
to communicate with inexperienced users. In addition, required technical skills (like in operating
systems) are also dependant on the infrastructure and IT systems in place. The whole topic of staff
recruitment is probably the most complex one in the whole process of setting-up of CSIRTs, and
information that goes beyond chapter 6.3 in the ENISA “CSIRT setting-up” guide is impossible to give
beforehand. It may be gainful to include CSIRT experts from other teams or an experienced external
consultant in the hiring process.
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OUTLCOK: ENISA is prepared to facilitate training for the CSIRT staff members on request.
Furthermore ENISA provides exercise material that can be used to train the CSIRT staff members in
various facets of service provision (including the recruitment process).

Cost calculation and CSIRT budget {section 13)
No competent remark can be given by ENISA on that topic.
Cooperation between the two national CSIRTs and with others (section 14)

AGREE: the proposed way of communication between the two CSIRTs is appropriate. The future plans
to get involved in the international CSIRT communicates make sense. The availability of both teams to
serve as a fall-back mechanism for the respective other teams to a high extend facilitates the resilience
and sustainability of the national incident response capabilities.

REMARKS: both teams need to meet in a regular basis in order to share information, at least once a
meonth in the beginning of operation. On a longer term the inclusion of other relevant (incident
response providing) parties (like ISPs, vendors, law enforcement, etc.) may be gainful. Example models
of a regional cooperation initiatives can be found for example in Germany {CERT Verbund), UK or The
Netherlands.

For the international cooperation it may be useful to send one or more representatives that will play a
role in the planned two CSIRTs to the next joint TF-CSIRT/FIRST meeting end of January 2009 in
Riga/lLatvia, in order to initiate contact to other teams and to potential sponsors for a FIRST
membership (it may be too early for the latter). FIRST membership and listing by the Trusted
Introducer service definitely is a desirable goal.

QUTLOOK: ENISA is prepared to provide further input on that matter on request and make contact to
other CSIRTs in the communities. ENISA representatives will also be in Riga.

Summary and outlook

As stated in the beginning ENISA can fully support the chosen approach and the submitted draft
project plan. However, the input given on the draft project plan does not get into detail of specific
problems or tasks that may occur during the implementation. So Cyprus may consider to alsg
requesting ENISA support in the future, when a detailed project plan is developed and the setting-up
process of the two new CSIRTs is started. Once the CSIRT staff is hired, an initial training can be
organised with the help of ENISA. In addition Cyprus may consider being involved in the pilot of the
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CSIRT exercise material that is planned in 2009, or in subsequent exercises ENISA may facilitate in the
future, depending of the success of the pilot.

ENISA welcomes the initiative of planning Cyprus’ national incident response capabilities and is
prepared to further facilitate it in the future on request!

Additional material
The ENISA inventory of CERT activities in Europe

URL: http://www.enisa.europa.eu/cert_inventory

A constantly updated overview of known CSIRTs, cooperation-, standardisation- and support initiatives
in Europe and beyond. Once the two teams are established in Cyprus, they will be listed in this
inventory.

The ENISA CSIRT setting-up guide

URL: http://www.enisa.europa.eufcert guide/

The de-facto standard guide for project managers that need to set-up incident response capabilities.
All advice, input and answers to questions are given on the basis of this guide. The contained project
plan template was already used in a couple of similar cases where Member States planned their
national CSIRTs.

The ENISA report on CERT cooperation

URL: http://www.enisa.europa.eu/cert cooperation/

Another standard guide that especially deals with all the various aspects cooperation and
communication. As Cyprus plans to have two separate CSIRTs this guide gives valuable insight in the
“secrets” of successful communication on national and international level, including “real world”
examples.

ENISA basic collection of good practice for running CSIRTs

URL: http://www.enisa.europa.eu/cert_goodPractices/

Quasi the successor to the setting-up guides this document provides tips, tricks and good practice for

“surviving the first year” of operation. The project manager responsible for the setting-up of the two
CSIRTs may already now take this material into account.
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End of 2008 ENISA will also make available exercise material.

As annex to this document ENISA will include a report on the status quo of national incident response
capabilities in the Member States that the agency produced on request by the European Commission.
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ANNEX: Overview of national incident response capabilities in the EU Member
States (Status: 11/2008)

The following list is an excerpt of ENISAs inventory of “CERT activities in Europe” that shows the
coverage with CERT services in the Member States and other countries in Europe. The information is
based on publicly available data and collected and presented to the best of our knowledge. ENISA does
not take any responsibility concerning the up-to-datedness of the presented data.

Please take into account that the term “national CSIRT” is at the moment not clearly defined and some
of the CSIRTs mentioned in this list may not consider themselves as “national CSIRT".

= CERT.AT (Austria)
Established: 1Q 2008

Team info: http://www.irusted-introducer.nl/teams/certat.htmi

Constituency: IT security teams in Austria. This includes bodies of public interest such as IT security
teams from the medical field, the chamber of commerce, I5Ps, etc. Through their GovCERT.at function
CERT.at also serves IT security teams for all bodies of the Austrian government.

More Info: http://www.cert.at/

Il BELNET CERT (Belgium)
Established: 3Q 2004

Team info: http://www.trusted-introducer.nlteams/belnet-cert.himl

Constituency: BELNET's customers (Belgian universities, public administrations, high schools and
research centres connected to BELNET's network]). Not official national CSIRT!

More info: hitp://cert. belnet.be
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E® DK-CERT (Denmark)
Established: 301991

Tearn info: http://www trusted-introducer.nl/teams/dk-cert.html

Constituency: The national organisation UNI-C, the Danish research- and educational networks,
Sektornet and Forskningsnet. The entire Danish it-community (coordination, support and information).
Not

More Info: hitp:/www.cert.dk

== CERT-EE Estonia (Estonia)
Established: 2Q 2006

Team info: hitp:/fiwww.trusted-introducer.nlfteams/teams-c. himi#CERT-EE

Constituency: Estonian National CERT.

More Info: hitp://www.cert.ee/

4= CERT-FI (Finland)
Established: 1Q 2002

Team info: hitp.//ww.trusted-introducer.niteams/cert-fi.html

Constituency: The whole country of Finland, with emphasis on telecommunications network operators,
service providers and critical infrastructure.

More Info: hitp:/fwww.cert fi
IECERTA (France)

Established: 4Q 1999

Team info: hitp://www.trusted-introducer. niteams/certa.html

Constituency: French administration community: All French public offices and services as well as local
territorial offices.

More Info: http:llwww.certa.ssi_.qouv.fr
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E= CERT-BUND (Germany)
Established: 3Q 2001

Team info: http:/fwww.trusted-introducer.nliteams/teams-c. him#CERT-BUND

Constituency: Federal government departments in Germany.

More Info: hitp:/fwww.bsi.bund.de/certbund/

E=S GRNET-CERT (Greece)

Established: 20 2000

Team info: hitp://www.trusted-introducer.nl/teams/gmet-cert.htmi

Constituency: All users connected to the Greek Research and Technology Network. De facto point of
contact for Greece related incidents. Not official nationa) CSIRT!

More Info: hitp://cert.gmet.gr

== CERT-Hungary (Hungaryj
Established: 2004

Team info: http://iwww trusted-introducer.niteams/cert-hungary htmi

Constituency: Users of systems of the Hungarian government, municipalities, and businesses, with
special attention to the security of the government's computer systems.

More Info: hitp://www.cert-hungary. hu/

LN (ireland)

No national CSIRT so far, but at least a ({recently established) PoC to report incidents to (privately
organised, no official governmental mandate).
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LB GOVCERT.IT (Italy)
Established: 2004

Constituency: Central public administration in ltaly and 21 ministries and national government
agencies of ltaly comprising CERT-AM (21).

More Info: hitp://mww.goveert.it/

== DDIRV (Latvia)
Established: 102007

Team info: hitp:/fAwww.trusted-introducer.nlteams/teams-d.htmi#DDIRV

Constituency: State and municipal institutions in Latvia {Government & Military).

More info: hitp://www ddirv.iv, http:// www.vita.gov. v

&= CERT-LT (Lithuania)
Established: 4Q/2006

Team info: hitp:/fwww.trusted-introducer.niteams/teams-d. htm#DDIRV

Constituency: CERT-LT is the Lithuanian national CERT and its scope of activity are the networks of
telecommunication operators and Internet service providers in Lithuania.

More Info: hitp:/iwww.cert.It/en/

fE mtCERT (Malta)
Established: 3Q 2002

Team info: hito://www.trusted-introducer.nliteams/mtcert. htmi

Constituency: All Government employees.

More Info: hitp://www.micert. gov.mt/
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NorCERT (Norway)
Established: 2Q 2004

Team info: hitp:/Awvww trusted-introducer.nl/teams/teams-n. RiM#FNORCERT

Constituency: Norwegian Organisations with critical national infrastructure and information.

More Info: hitp:/fwww.cert.nof

sl CERT GOV PL (Poland)

Established: 2008

Team info: hitp://www.cert.gov.pl/

Constituency: Government sector

More Info: http.//ivww.cert.pl/english. htmi

CERT.PT (Portugal)
Established: 3G 2002

Team info: hitp://mww.trusted-introducer.nl/teams/cert-pt. html

Constituency: Users of systems connected to the Portugal National Research and Education Network.
De facto point of contact for Portugal related incidents. Not official national CSIRT!

More Info: http://www.cert.pt

il SI-CERT (Slovenia)
Established: 40 1994

Team info: hitp:/fwww trusted-introducer.nifteams/si-cert.html

Constituency: Customers of ARNES (primary), users of systems inside the .si namespace (secondary).
Not official national CSIRT!

More Info: hitp:/Amwvww.ames si/fenglish/si-cert/
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e CCN-CERT (Spain)
Established: 4Q 2006

Team Info: hitp://www.trusted-introducer.nlteams/teams-c. im#ECCN-CERT

Constituency: Spanish Public Civil Service (Central Government, Regional and Local institutions).

More Info: http://www.ccn-cert.cni.es

SITIC (Sweden)
Established: 1G 2003

Team info: http:/fwww.trusted-introducer. nifteams/sitic. btmi

Constituency: Members of Swedish government organisations, additional target groups outside the

government organisations.

More Info: http://www.sitic.se

== GOVCERT.NL (The Netherlands)
Established: 2Q 2002

Team info: hitp:/fwww.trusted-introducer. nlftearms/goveert-nl.html

Constituency: Members of governmental institutions of The Netherlands

More Info: hitp://www.goveert.nl

22 GovCertUK (United Kingdom)
Established: 1Q 2007

Team info: hitp:/Awww.trusted-introducer.nl/teams/teams-g htm#GOVCERTUK

Constituency: Government community, public sector organisations.

More Info: hitp://www.govcertuk.qov.uk/
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£ CSIRTUK (United Kingdom)
Established: 1992

Team info: hitp://www trusted-introducer.niteams/csirtuk. himl

Constituency: Organisations that farm part of the UK National Infrastructure.
Specified .co.uk, .org.uk and .com domains.

More Info: http://’www.cpni.gov. uk/

==CARNet CERT (Croatia)
Established: 3001996

Team info: http:/fiwww trusted-iniroducer.nlfteams/camet-cert.html

Constituency: Users of systems inside the .hr namespace. Not official national CSIRT!

More Info: http://www.cert.hr

[£ICYPRUS (Cyprus)
Established: 1Q 2001

Team info: http:/Avww trusted-introducer.nl/teams/teams-¢c. him#CYPRUS

Constituency: Users of systems connected to CYNET, the Cyprus Academic and Research Network. Not
official national CSIRT!

s CSIRT.CZ (Czech Republic)
Established: 3Q 2007

Team info: hitp.//www.trusted-introducer.nVteams/teams-c.him#CSIRTCZ

Constituency: The Czech Republic, CSIRT.CZ is the "Last Resort CSIRT" for the Czech Republic,
effectively taking over this task from the CESNET-CERTS team. Not (yet} official national CSIRT!

More Info: hitp.//www.csirt.cz/en/
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RHnet CERT (Iceland)
Established: 4Q 2003

Team info: hitp://www.trusted-introducer.nlteams/teams-r.htm#RHNET-CERT

Constituency: Users of RHnet Iceland University Research Network. Not official national
CSIRT!

= CIRCL (Luxembourg)

Team info: hitp://www.trusted-introducer.nl/teams/teams-c.itm#CIRCL

Constituency: The administrations and ministries of the Grand-Duchy of Luxembourg (this
includes government and local government agencies). Not official national CSIRT!

More Info: hitp:/fwww.circl.lu/

I8 RoCSIRT (Romania)

Team info: http://www.trusted-introducer.nl/teams/teams-r. him#ROCSIRT

Constituency: All institutions connected to RoEduNet. Not official national CSIRT!

More info: http://wwaw.csirt.rofindex html

mm RU-CERT (Russia)
Established: 1998

Team info: http://www .trusted-introducer.nl/teams/ru-cert. html

Constituency: Custormers of RBNET, general services for the entire Russian IT community.

More Info: hitp:/iwww.cert.ru

UNKNOWN (Switzerland)

Newly built up team unknown to ENISA so far.
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TR-CERT (Turkey)
Established: 2Q 2007

Team info: hitp:/fiwww.trusted-introducer.nlteams/teams-t.bimi#T R-CERT

Constituency: Members of governmental organisations.

More Info: hitp://www.tr-cert.qov.tr




