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• Point of contact (PoC) – receive notifications and reports about cyber 
security incidents, vulnerabilities and threats

• Incident response – technical support for first response, technical analysis, 
mitigation, information sharing etc.

• Cooperation – at national, European and international level

• Consultancy Services – cyber security evaluation (and pentests)

• Trainings – last one for journalists

• Awareness campaigns

• Coordinated Vulnerability Disclosure



What was all about in 2017
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The Shadow Brokers WannaCry NotPetya

CCleaner Free vouchers for everything BadRabbit



Targetted attacks 
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https://www.cyberscoop.com/dnc-hackers-impersonated-nato-attempt-hack-
romanian-government/

https://www.cyberscoop.com/dnc-hackers-impersonated-nato-attempt-hack-romanian-government/


WannaCry impact in RO
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• 514 IP addresses in RO were identified as making connections to the 
WannaCry kill switch domain
• 10 IP addresses of RO public institutions

• 5 incident notifications about WannaCry were received by CERT-RO
• 2 from public institutions

• 2 from private sector

• 1 from an individual



Last years evolution of the alerts
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2017 Report Preview

• 34% of unique IPs in RO were involved in at least one cyber security alert

• 83% of processed alerts refers to vulnerable systems

• 10% pf processed alerts refers to compromised systems

• 6% of processed alerts refers to botnet threat (decreasing trend)

• 1,079 „.ro” domains were reported to CERT-RO as being compromised
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Affected systems

Nr. crt. OS family (%)

1
Linux 41,02%

2
Unix 30,13%

3
Network Devices Firmware/OS 20,65%

4
UPnP/1.0 7,76%

5
Windows 0,44%
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What can we do?

• Sustained and coordinated effort by
• Users
• Technology vendors
• Authorities
• CERTs/CSIRTs

• Proper Risk Evaluation

• Cooperation and information sharing

• Cyber security legislation
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