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AEATIO TYNOY

A§Lo0Adynon tn¢g Kataotaong tng kKuBepvoaoddleiag otnv Kumpo and to
Naverotio tng 0§dopdng

H epappoyn tTng Z1partnyikng KuBepvoao@aleiag Tng Kutrpiakrg Anpokpartiag, dpxioe va UAOTTOIEITal
amdé 1o deUTePO TPiuNvo Tou 2013 umd Tov cuvtovioud Tou [pageiou Tou Emrpdmou Pubuicewg
HAekTpovikwv Emkovwviwv kai Taxudpopciwv (FTEPHET), ot ouvepyacia pe O6Aa 1a apuddia
YTtroupyeia kai utnpeoieg Tou Kpdtoug. Adyw Tou duvapikoU TTEPIBAAAOVTOG GTOV TOPEQ TNG WNPIAKAS
aoQAAEIOg Kal TwWV TEXVOAOYIKWY £EEAiEewy, KaBIOTATE aTTapaiTnTn N avabewpnaon TG ZTPATNYIKNAG O€
TaKTA XpovIKG diaoTthpaTa. Evidg Tou 2017 o ETTiTpoTrog TTpowBEi ocIpd evepyEIwV YIa TV avaBewpnon
NG ZTPATNYIKNAG, MECW TNG OEIOASGYNONG TWV OTTOTEAEOUATWY TWV OPACEWV TNG UPIOTAUEVNG
2TPATNYIKAG, KABWG Kal TNG OAMICTIKNAG AgIOAOYNONG TWV UQPIOTAPEVWY KAl PEAAOVTIKWV QVAYKWY TOU
KpAToug o€ oxéon PE TNV KUBEPVOOOTQAAELIQ.

210 TAQiola TNG OUYKeEKpPINEVNG epyaciag, To “Global Cyber Security Capacity Centre” aTo
MavemoTruio TNg OgYopdng, oc cuvepyaaia pe To FTEPHET, dievhipynoe atmé Tig 12 uéxpl Tig 14 louAiou
afloAdynon 1ng Tpéxoucac katdotaong otnv KUtrpo o€ oxéon Pe Tov ToPéa TNG KuPBepvoao@dAciag,
Baon emoTnUOVIKOU HOVTéAOU TToU avatrTuxdnke atrd T1o MavemoTthpio (Capacity Maturity Model for
Nations - CMM). AeTTopépeleC yia To pOVTéAO BpickovTal oTnv IoTooeAida Tou Mavemiotnuiou®. H
dladikacia autry Ba AEITOUpYACEl UTTOOTNPIKTIKA o€ ox€éon He TNV agloAdynon kai avabswpnon Tng
21paTnyikAg KuBepvoao@aAeiag Tng Kutrpiakng AnuokpaTtiag, TTapéXOVTaG aVTIKEIMEVIKT TTAnpo®épnon
Kal KaAUTepn KaTtavonaon 60ov apopd OTOUG TouEIG OTTou Ba TTpETTel va 000B¢i TTEPIoadTEPN EUPacT) OTOV
Topéa TNG KuBepvoao@dAeiag. Or gpeuvniég amd 1o [Mavemothuio g O&eopdng, diegnyayav
oulntnoeig OTPOYYUAAG TpatTrédnG ME ONUAVTIKO APIBUO EKTTPOCWTTWY EUTTAEKOUEVWV HEPWYV, OTTO
OpPYQVIOUOUG TOU ONUOCIOU TOHEA, VOUOBETEG Kal UTTEUBUVOUG XApagng TTOMITIKNAG, apxEG ETTIBOAAG Tou
VOPOU, TOV TOMEA TNG GUUVAG, TTAVETTIOTAUIA, UN-KUBEPVNTIKWY OPYAVIOUWY, TTAPAOXOUG NAEKTPOVIKWV
ETMIKOIVWVIWY, TPATTECEG, KABWGS Kal TNV KaBodnynTik opdda yia Tnv avamrtugn Tng ZTpaTnyikAg
KuBepvoaopdAeiag.

H avaBewpnon Tng ZTpartnyikng kaBiotaral, €mmiong, apketd emmikaipn Aaufdvovrag umoéywn o1, O
EPHET (Emitpotrog PuBpioewg HAekTpovikwyv ETikoivwviwyv kal Taxudpopeiwv) €xer AdBel, Tpéoeara,
evioAnn amd 10 YToupyiké ZupBouUAio yia Tnv dnuioupyia kai avattugn tng “‘Apxns Wnoiakng
Ac@daAeiag” dnAadn Tng €BVIKAG apxXAg yia TNV ac@dAgia SIKTUWV KAl CUCTAPATWY TTANPOQPOPIWY, N
oTroia Ba TreplIAauavel Kai TNV Asitoupyia Tou EBvikou Computer Security Incident Response Team
(CSIRT). H dnuioupyia kai Asitoupyia Tou EBvikou CSIRT utrd v emmoTrTeia Tou EmTpdTTOoU, BpiokeTal
oe €¢ENIEN atmd Tov OkTwRpio Tou 2016 oTn Bdon €BIKAG atTdPaAcng Tou YTTOUPYIKOU ZupBouliou.
AuTEéG 01 BUo OGopég Ba atroteAéoouv TNV BACIKA UTTOOOUA TOU KPATOUG VIO TNV QAVTIMETWTTION TWV
TIPOKAACEWY aTrd TOV KUBEPVOXWPO, Kal €IBIKATEPA, YIA TNV TTPOCTACIA TwV KPICINWY UTTOOOUWYV
TTANPOPOPIWV.

Ta amoteAéopata TnG agloAdynong Tou MavemoTtnuiou NG OgPdpdng, Ba BonbAcouv GTnv eToIACia
OUOTACEWV TTPOG TNV KUBEPvNON, yia TNV BEATIWON TwV UQICTAPEVWY dUVATOTHTWY TOU KPATOUG, EVW)
Ba TTapExouv XPAOIUES TTANPOYOPIES YIa TNV XApagn TTONITIKAG, KABWG Kal TNV TTPOTEPAIOTTOINCN TWV
amapaitnTwy dpdoewyv. O Emitpommog Ba AdBel ummdywn 1o amoteAéopaTta TnG €kBeong, yia va
KaBodnynaoel TNV avaTttuén tng €mopevng €kdoong TG ZTpatnyikig KupBepvoao@dAciag, Je oTOXO TNV
TTEPETAIPW AVATITUEN TwV ETMITTESWYV KUBEPVOoao@AaAeiag Tng KUtrpou, wg Béua eBvIKAG ac@AaAsiag, aAld
KOl WG MECO yia TNV QvATITUEN TngG OIKOVOUIOG KOl TOU KOIVWVIKOU OUvOAou peE Tnv dnuioupyia
TEPIBAANOVTOG €UTTIOTOOUVNG, TOOO VIO TOUG XPNOTEG TWV VEWV TEXVOAOYIWV, OCO KAl YIO TOUG
UQIOTAPEVOUG Kal VEOUG ETTEVOUTEG £VTOG TNG KUTTPIaKAG Anuokpariag.

Aeukwoia, 25 louAiou 2017
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PRESS RELEASE

Review of the state of cybersecurity in Cyprus by the University of Oxford

The implementation of the Cybersecurity Strategy of the Republic of Cyprus began in the second
quarter of 2013, under the coordination of the Office of the Commissioner of Electronic
Communications and Postal Regulation (OCECPR), in collaboration with all the competent ministries
and state services. Given the dynamic and fast-changing environment in the area of digital security
and related technological developments, it is essential to review the Strategy at regular intervals.
Within 2017, the Commissioner is promoting a number of actions towards this revision, through the
assessment of the results of current Strategy actions, as well as the holistic evaluation of current and
future needs of the government with regards to cybersecurity.

As part of these actions, the Global Cyber Security Capacity Centre of the University of Oxford, in
collaboration with OCECPR, held a three day review of the state of cybersecurity maturity in Cyprus
between 12 and 14 July, based on a scientific Capacity Maturity Model for Nations (CMM) developed
by the Centre. A detailed description of the model can be found here'. This process will support the
evaluation and review of the Cybersecurity Strategy of the Republic of Cyprus, providing an objective
understanding of the areas where more emphasis should be given regarding cybersecurity. The
University of Oxford researchers held roundtable discussions with representatives from a number of
different stakeholder groups, including representatives from public sector entities, legislators and policy
owners, criminal justice and law enforcement, armed forces, academia, civil society,
telecommunications companies and internet service providers, the finance sector and the Cyber
Strategy Working Group.

The review of the Strategy is being conducted at a timely period, considering that the Commissioner
has recently received a mandate from the Council of Ministers for the creation and development of the
“Digital Security Authority”, which will be the national network and information systems security
authority, and which will include the operation of the National Computer Security Incident Response
Team (CSIRT). The creation and operation of the National CSIRT, under the Commissioner, has been
in progress since October 2016 on the basis of a special decision by the Council of Ministers. These
two structures will form the foundation for a strong level of capacity in the area of cybersecurity, with
the protection of critical information infrastructures being a key focus area.

The results of the evaluation by the University of Oxford will identify recommendations for the
government in order to enhance existing capacity, and it will be useful for the government in policy-
making and prioritisation of operations. The Commissioner will take into account the results presented
in the report, to guide the development of the next version of the Cybersecurity Strategy of the Republic
of Cyprus, as a matter of national security, and also as a medium for the development of the economy
and of society through the development of trust, for all users of new technologies, as well as new
investors in the Republic of Cyprus.

Nicosia, 25" July 2017
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